TYPE NAME WEBSITE PASSWORD CREDITIALS
Your password must be 5 to 14 characters, including at least one letter and
one number. You may also use special characters (such as @, %, &, #). To
help ensure the security of your password, you should: Choose a password
that is different than your ATM PIN . Choose a password that is different than
your username. Select a password that is not easy for others to guess such as
your phone number or Social Security number. Change your password once a
month for added security. Memorize your password and never write it down or
reveal it to anyone, including bank employees. Do not let other people use
your password. By giving your password to another person, you take full
responsibility (until you notify us) for all transactions made by that person or

Banking Wellsfargo wellsfargo.com anyone else they may give your password to

citibank.com 6-character minimum with at least 1 letter AND 1 number; Cant have 3 of the

Banking Citibank same characters in a row
Your password must be 6-10 characters, including at least 2 numbers and 2
letters. It is case sensitive. Your user name and password cannot be the

Banking T Rowe Price troweprice.com same.
security image, Your password must have 6 to 10 characters, including at

Banking Vanguard vanguard.com least 2 letters and 2 numbers. Don't use spaces or special characters.

Bankina INGDirect home.iandire m PIN: 6-10 diaits followed by a personal securitv question

Wachovia.com Passwords must be 7-20 characters
Must include at least one letter and one number, with no spaces
Semi-colons cannot be part of a Password
Passwords are case sensitive
Banking \Wachovia Do not use your User ID as your Password
usaa.com Your new must be 6 to 12 ining at least one letter

Banking Usaa and one number
8 - 32 characters
Use at least one letter and one number
Case sensitive
Do not use your Social Security number or ATM card number

Banking 'Washington Mutual Wamu.com

Huntington.com Minimum 8 characters
Use at least one letter and one number
Case-sensitive
Banking Huntington
Bankofamerica.com
Your online : <ul><li be 8-20 <li>Must contain one
number and one letter <li>Letters can be uppercase and/or lowercase <li>If
you use only one number, it cannot be placed at the beginning or the end.
<li>Can also contain the following characters: @ # % * () +={}\/?~:
_ | * <li>Cannot contain spaces <li>Cannot be the same as your Online ID

Banking Bank Of America <li>Cannot be the same as any of your eight previous Passcodes.</ul>

Ushank.com For your { must be 8 to 24 and include both
letters and numbers. Spaces are not allowed. You may also include special

Banking US Bank characters (such as %, $, &).

Blogaing Xanga xanga.com Your password must be at least four (4) characters long. Tp 16, special chars
Use upper and lower case characters, numbers and symbols like !"E$%"&( in

Blogging WordPress wordpress.com your password. 5 characters minimum, Password strength meter.

is at least six characters long. contains at least four different characters.
contains at least one number or symbol. cannot be based upon your

Blogging LiveJournal com username, display name or email address.

Bloaging Blogster blogster.com 6 character minimum;

Blogaing I@uuer blogger.com 8 char minimum but lets you know if vour password is strona or weak
Contain 6 to 8 characters - at least one letter and one number (not case
sensitive); Contain no spaces or special characters (e.g., &, >, *, $, @); Be

Credit Cards American Express home com|different from your User ID
‘Your Password must be 6 to 8 alpha and numeric characters; for example:
aa2222. Special characters (such as ~!@#$%"&*()[I{}"<>,.?/-=+) are not

Credit Cards Providian Services providianservices.com allowed. NOT CASE SENSITIVE

Credit Cards PayPal paypal.com 8 characters minimum
8-20 characters. At least 1 number and 1 letter. No spaces or special

Credit Cards/Bills Verizon Wireless verionewireless.com characters (*, #, & etc.).

Six-character minimum; case sensitive; Strong passwords contain 7-16
characters, do not include common words or names, and combine three of
these character types: uppercase letters, lowercase letters, numbers, or

Email Hotmail mail.live.com symbols.

Email Aim Mail mai com 6-16 characters

Email Bluebottle bluebottle.com 6-16 characters

your new password must be a minimum of six characters long. A strong
password contains a ination of and letters
(remember that your password is case sensitive), numbers, and special

Email Yahoo yahoo.com characters such as +, 2, and *.

Email aMail gMail.com 8 char minimum but lets you know if your password is strong or weak
use of captcha image, Please choose a password that is different from your
username and which would be difficult to guess For your own security, please

Entertainment Wikipedia en.wikipedia.ora/wiki/Main_F|choose a secure password

Entertainment Youtube voutube.com 1 char min

Entertainment ESPN espn.go.com at least 4 characters with no spaces

Entertainment DeviantArt deviantart.com min 5 char

Entertainment ew York Times 5 char min

Entertainment Diag at least 6 characters

Entertainment iTunes |apple.comiitunes must be at least 6 characters

Min Char_|Max Char | Case Sensitive_|Special Chars_[Numbers |Min Other Chars_|Other Reas

Information

Time to Brute Characters  [Sensitivity
Permutations [Force (days) Allowable (1-5)
222917500 0.000258006 95
3658933720 0.004234877 62
2440359999 0.002824491 95
1039417600 0.00120303 95
2176782336 0.002519424 36
4.76389E+11 0.551376241 62
4.02366E+12 4.657014902 95
2.95361E+13 34.18532697 62
2.1834E+14 252.7084555 62
3.0601E+14 354.1782386 95
6.6342E+15 7678.477214 95
81450625 9.42716E-05 95
7737809375 0.008955798 95
6.89556E+11 0.798097045 95
7.35092E+11 0.850800799 95
6.6342E+15 7678.477214 95
2176782336 0.002519424 36
2176782336 0.002519424 36
6.6342E+15 7678.477214 95
2.82111E+12 3.265173504 36
5795855000 0.006708166 95
7.35092E+11 0.850800799 95
7.35092E+11 0.850800799 95
7.35092E+11 0.850800799 95
6.6342E+15 7678.477214 95
95 1.09954E-10 95 1
95 1.09954E-10 95
81450625 9.42716E-05 95
7737809375 0.008955798 95
60466176 0.000069984 36
56800235584 0.065741013 62
7.35092E+11 0.850800799 95




Entertainment Stage6 stage6.com 6 to 20 char 7.35092E+11 0.850800799

password are case sensitive. They should each be 5 - 15 characters in length
and should not include punctuation, symbol characters or spaces. BUT

Entertainment Wall Street Journal online.wsj.com ALLOWS SPECIAL CHAR 916132832 0.001060339
Entertainment Pandora pandora.com 5 characters long 7737809375 0.008955798
your new password must be a minimum of six characters long. A strong
password contains a ination of and letters
(remember that your password is case sensitive), numbers, and special
Entertainment Flickr flickr.com characters such as +, ?, and *. 7.35092E+11 0.850800799 95
Entertainment Pokerstars pokerstars.com 8 characters minimu, must have number, start with letter 6.6342E+15 7678.477214 95
Enterainment XM Radio xmradio.com 6 characters long 1.07918E+11 0.124905281 69
Entertainment snapfish snapfish.com at least 5 char. 7737809375 0.008955798 95
Passwords must be at least 5 characters long. They can only contain the
characters a-z, A-Z, 0-9, -, _, contain no spaces, and cannot start with a zero.
Entertainment photobucket hotobucket.com Recommends 8 chars, letters/numbers 7656358750 0.008861526 95
10 char min, 2 special |@#$%"&*_-+=";., 2 numbers, 2 uppercase, 2
|Government AKO lowercase, not one of past 10 passwords, case sensitive 4.49126E+14 519.8221004 95
Job Search Simply Hired at least 6 char (one letter and one special char. Or number) 91061798750 0.1053956 95
Job Search Career Builder | careerbuilder.com min 5 char 1.63481E+14 189.2146686 69
Job Search Federal Job Search federaliobsearch.com none 1.63481E+14 189.2146686 69
Job Search regionalhelpwanted.com midmichiganhelpwanted.con|3-10 char 1.63481E+14 189.2146686 69
8 - 20 characters (use at least 1 letter, and 1 number/symbol other than * @ &
Job Search Monster.com monster.com =) 2.21694E+14 256.589775
passwords are case sensitive, Change your password often. Use
combinations of letters, numbers, and special characters like pound (#) or
asterisk (*). Or use a passphrase, which is a combination of words, for your
Medical Kaiser www.kaiserpermanente.org |password. 7.35092E+11 0.850800799
medical Sea Coast Medical seacoastmedical.com Your User ID and Password must contain at least 6 characters (no spaces) 7.35092E+11 0.850800799

Note that the password must be between 8 and 14 characters in length and
https://www.eaa.mrc.ac.uk/ |contain a mixture of letters and digits. It must not contain your name in any
Medical Medical Research Council eaa/default.asp form. 1 Letter and 1 Digit 6.6342E+15 7678.477214

Please select a Password that is between 8 and 20 characters long using
numbers and letters. It must contain at least one number and one character.
‘You cannot consecutively repeat a character or number more than twice. Eg.

Medical Blue Cross of California www.bluecrossca.com/ AAA12345 is not allowed. 4.2667E+14 493.8309954
Medical Harvard Pilgrim Health Care | harvardpilgrim.org 3.82248E+14 442.4164157
Medical WebMD webmd.com At least 8 characters, including one number and no spaces 3.82248E+14 442.4164157
Be 9 to 20 characters in length, Have at least two upper and lower case
letters, Have at least two numbers, Have at least two special characters (e.g.
Medical TriCare tricare. mil L# 8 %) 4.2667E+14 493.8309954 95
Medical Churchill Medical 8 char; case sensitive 6.6342E+15 7678.477214 95
Medical Journal Of Medical Physics 8 char min. 6.6342E+15 7678.477214 95
Any combination of Letters and numbers with no spaces. Case Sensitive. At
Medical ConnectiCare Connecticare.com least 6 char 7.35092E+11 0.850800799 95
P2P gnutella Gnutella.com none 1.09954E-10 95
P2P Phantom p2p.co.uk 1 char min 95 1.09954E-10 95
P2P | BitTorrent |bittorrent.com 6-20 characters 7.35092E+11 0.850800799 95
P2P Napster free.napster.com Case sensitive, 6 character minimum 7.35092E+11 0.850800799 95
Shopping AutoZone www.autozone.com 4 t0 10 chars 81450625 9.42716E-05 95
Your password must be 6 to 12 characters and must contain at least one
Shopping sustainlane www.sustainlane.com letter. 4.2667E+14 493.8309954 95
Shopping Zappos zappos.com min char 1 7.17593E-11 62
Shopping Amazon amazon.com 1-26 char, special chars 1.09954E-10 95
Shopping TigerDirect tigerdirect.com password is case sensitive, 4 to 12 characters 81450625 9.42716E-0! 95
Shopping Overstock Overstock.com char min 1564031349 0.00181022: 69
Shopping Best Buy |bestbuy.com to 30 characters 2176782336 0.00251942: 36
Shopping Ebay |ebay.com ust be at least 6 characters/numbers, recommends secure passwords 1.07918E+: 0.12490528: 69
shopping Military Book Club militarybookclub.com char; case sensitive 7.35092E+ 0.850800799 95
Shopping SteapandCheap steapandcheap.com Passwords are case-sensitive, and must be at least 6 characters in length. Allc| 7.35092E+: 0.850800799 95
Shopping Walmart walmart.com 6-11 characters, case sensitive, special chars allowed 7.35092E+: 0.850800799 95
Shopping Woot woot.com 6-14 characters 7.35092E+11 0.850800799 95
Social Network Match match.com can not be same as user id (no req) 4.28241E-11 36
Social Network Cl classmates.com 1 char min 1.09954E-10 95
Social Network PerfectMatch com 4-20 char no special symbols or spaces 1679616 0.000001944 36
4 char min (you can overwrite someone's account and get their Username by
Social Network Reunion reunion.com knowing their email account they use to sign in with) 15752961 1.82326E-05 63
Social Network Lavalife lavalife.com Password must be at least 4 characters. 16777216 1.94181E-05 64
Social Network eHarmony eharmony.com at least 5 char. 60466176 0.000069984 36
at least 6 characters with one letter, number and punctuation character
Social Network MySpace ace.com 2818607220 0.003262277 69
Social Network Chemistry chemistry.com min 5 char 7737809375 0.008955798 95
Social Network Friendster friendster.com be 5 - 10 characters in length 773780937 0.008955798 95
Social Network Date date.com min 6 char 56800235584 0.065741013 62
Social Network Matchmaker matchmaker.com at least 6 char 56800235584 0.065741013 62
Social Network Buzznet At least 6 letters. 7.35092E+11 0.850800799 95
Social Network Facebook at least 6 characters lona: lets vou know if it is weak or not 7.35092E+11 0.850800799 95
Social Network LinkedIn linkedin.com at least 6 char 7.35092E+11 0.850800799 95
Social Network Second Life secondlife.com Passwords must be 6-16 characters in length and may not contain spaces 7.35092E+11 0.850800799 95
Social Network \Windows Live Space |space.live.com 6 character minimum; case sensitive (same as Hotmail 7.35092E+11 0.850800799 95




Your Account Password must contain at least one numeric character and one
alphabetic character. It must differ from your Account Name. It must be
between eight and sixteen characters in length. It may only contain

Social Network World Of Warcraft worldofwarcraft.com alphanumeric characters and punctuation, such as A-Z, 0-9, or !"#$%. 3.82248E+14 442.4164157 95
Social
Network/shopping Military.com military.com 4 char; case sensitive 15752961 1.82326E-05 62
Tax Taxslaver taxslayer.com 1 char min, case sensitive, special chars 95 1.09954E-10 95
‘Your password is case-sensitive and must be from 5 to 16 characters in
length. It must contain letters and numbers only. It cannot include special
characters (&, %, *, #, etc.) or spaces. Please memorize your password or
Tax Free Tax USA freetaxusa.com keep it written in a safe place 916132832 0.001060339 62
Tax ezTaxReturn eztaxreturn.com 6 char; not case sensitive 2176782336 0.002519424 36
Tax HRBlock hrblock.com 6-15 letters, numbers and or underscores, case sensitive, cannot contain spact 7.35092E+11 0.850800799 95
Choose a password that has between 6 and 32 characters. You can combine
upper and lower case letters, numbers and symbols to create a password
that is unique and easy to remember. Spaces, your user ID, and common
passwords are not allowed. We recommend writing down your password and
Tax Turbotax www.turbotax.intuit.com keeping it in a safe place. 7.35092E+11 0.850800799 95
Travel Jetblue ietblue.com 4 to 10 characters, no special chars, NOT CASE Sensitive 1679616 0.000001944 36
Travel Hilton Honors hhonors1.hilton.com Your new Password must be a minimum of 4 and maximum of 32 letters | 12393056 1.43438E-05 62
Travel Orbitz orbitz.com 5-12 characters. Your password is case sensitive 7737809375 0.008955798 95
6 char min, contain one letter and one number, cannot be same as userID,
Travel Fedex fedex.com case sensitive, special chars 42354325000 0.049021209 95
Travel ezpass ezpass.com 4 number pin 1.15741E-08 10




